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Report on system assessment and recommendations for

1 INTRODUCTION

1.1 PROJECT SCOPE

The CHORIST project will propose solutions to increase rapidity and effectiveness of interventions following
natural hazards and industrial accidents, in order to enhance citizens' safety and communications between

rescue actors.

1.2 PURPOSE OF THE DOCUMENT

This document present the results of the assessment of the CHORIST system following the field tests
performed at the end of the project. It also provides some recommendations for further activities to be carried
out in the domains addressed by CHORIST. It is important to notice that this is the users point of view which is
taken, and not the technical point of view.

The methodology defined in the deliverable SP5.D4 "Report on demonstration assessment methodology (final
version)" has been followed, though that document also addresses the impacts assessment, the results of

which are provided in the deliverable SP0.D28 "Report on impacts analysis - year 3".

1.3 DOCUMENT VERSIONS SHEET

Version Date Description, modifications, authors
1.0 28/07/09 First release with information from BAPCO, EENA and ESNFR/EDS,
SPMM and AVAN
1.1 22/10/09 - Section 5 added (System assessment) - economic impacts

highlighted

9

- Assessment and recommendations added for the System in section

Table 1 : Document versions sheet
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2 REFERENCE DOCUMENTS, DEFINITIONS AND
ABBREVIATIONS

2.1 REFERENCE DOCUMENTS

[1] CHORIST Description of work - V4.0

[2] CHORIST SP0.D28 - Report on impacts analysis - year 3

[3] CHORIST SP0.D30 - Report on standardisation activities (year 3)

[4] CHORIST SP0.D31 - Report on information dissemination activities (year 3)

[5] CHORIST SP1.D11 - Report on final supporting cases

[6] CHORIST SP1.D15 - Yearly progress report on UAB activities (year 3)

[71 CHORIST SP5.D4 - Report on demonstration assessment methodology (final version)

[8] CHORIST compendium of project findings

[9] Global survey of early warning systems - United Nations - www.unisdr.org

2.2 DEFINITIONS

Demonstration

Developed System

A two-day show of the CHORIST outcomes and benefits to public safety
decision-makers, industrials and universities.

A first level of operational capability of the Target System developed within the
CHORIST project (3 years).

Situation awareness Subsystem the first module into which the CHORIST system is divided. It collects

Population warning Subsystem

Rapidly deployable Subsystem

Impact Assessment

Presentation

Target System

and analyses inputs from sensors, monitor agencies and 112 services (risk
awareness) concerning the situation, filters them and provides a compact
pictures to the authorities (risk assessment).

the second module into which the CHORIST system is divided. It allows
authorities to warn the population (resident or not) through Digital Audio
Broadcasting (DAB), Digital Video Broadcasting (DVB), GSM (cell broadcast
technology) and sirens.

the third module into which the CHORIST system is divided. It provides field
units with video and data services, using an ad-hoc mesh network based on
LTE/WiIMAX technologies and a TETRA TEDS base station and terminal.

The processes of analysing, monitoring and managing the (intended and
unintended) social, biophysical and economical consequences (both positive
and negative) of planned interventions (policies, programs, plans, projects)
and any social change processes invoked by those interventions. Its primary
purpose is to bring about a more sustainable and equitable biophysical and
human environment.

The presentation of a part of an SP, of one SP or of several SPs to any
partner, external entity... anywhere and when possible. It is made to get
feedback from users on the design, and also to start to assess the system.

The long-term vision of CHORIST, without any technical or financial feasibility
constraint. This Target System gives the long-term vision of what should be
achieved to fulfil all the users requirements.
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Trial

UAB

Vulnerability

One or two weeks of tests made with end users to assess the CHORIST
system as a whole or the subsystems separately.

The User Advisory Board is a set of external representatives of the authorities,
technologies experts and citizens who provide (1) feedbacks on the
development carried out in the CHORIST project, and (2) assessments on the
projects actual results.

Evaluates the protection of the system against external attacks and events.

2.3 ABBREVIATIONS

BAPCO British Association of Public-Safety Communications Officers Limited

Cc2 Command and Control

DAB Digital Audio Broadcast

DGPEIS Direcci6 General de Prevencid, Extinci6 d’Incendis i Salvament
DVB Digital Video Broadcast

EMTEL Emergency Telecommunications

GIS Geographic Information System

GSM Global System for Mobile communications

ICT Information and Communications Technologies
LTE Long Term Evolution

MCD Message Creator and Dispatcher

NATO North Atlantic Treaty Organisation

PDA Personal Digital Assistant

PDF Portable Data Format

PIMRC Personal, Indoor, and Mobile Radio Communication
PSCE Public Safety Communication Europe

SMS Short Message System

SP Sub Project

TEDS TETRA Enhanced Data Service

TETRA TErrestrial TRunked RAdio

TIEMS The International Emergency Management Society
TSO Tactical Situation Object

TV Television

UAB Users Advisory Board

VolP Voice over IP

WBS Work Breakdown Structure

WiMAX Worldwide Interoperability for Microwave Access
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3 EXECUTIVE SUMMARY

a. The assessment activity

From mid-2006 to late 2008, the industrial and research partners of the CHORIST consortium have developed
three prototypes implementing part of the concepts of an alert chain that would benefit both the authorities and
the population. These prototypes consist of:

e the SP2 sub-system: Risk assessment report subsystems, which allows authorities to be aware of
natural disasters and industrial accidents in real time, and to be given evaluations of the consequences
of these events on population and goods.

e the SP3 sub-system: Communications to the citizens subsystem, allowing authorities to warn
populations through radio, television, mobile phones and sirens in some minutes.

e the SP4 sub-system: Emergency communications on the crisis field, which allows field rescue teams to
exchange data between them and with control rooms on top of being able to talk with each other.

The solutions provided by CHORIST are in line with the partners experience and knowledge on end-user
(read: authorities and population) needs. However, to be sure these solutions actually benefit end-users, the
technical teams were confronted to their potential customers in order to get feedback on what they proposed.

The assessment of CHORIST proposal by end-users took place at many occasions: conferences and
workshops throughout Europe, lab-demonstrations, visits to civil protection teams, and field tests. The
assessment has gone crescendo and it found it maximum interest for the CHORIST consortium early 2009
during field tests performed with the Civil Protection and the Fire Brigades of Catalonia, in Spain. Several
typical situations were setup in order to simulate real events: a high-speed wind storm, a flash flood and an
accidental toxic gas release from a chemical plant.

The assessment itself was aimed at the prototypes, a.k.a. the Developed System. However, in order to check
if end users were welcoming or not the long term vision of the three prototypes, the assessment has also been
aimed at the so-called Target System. In a word, the Developed System consists of the prototypes developed
before late 2008, and the Target System consists of the ideal system developed, deployed and operational in
2015-2020.

The assessment has been conducted through questionnaires and interviews. However, though the CHORIST
consortium managed to have many contacts with representatives of the authorities (Civil Protection, Police,
Fire Brigades), it has been difficult to get representatives of the population.

All the information collected during the various meetings, demonstrations and field trials has been analysed
and split into elements addressing (1) the new functionalities offered by both the Developed System and the
Target System, and (2) the changes needed to set up these solutions (organisation, budget...). Both positive
points and negative points have been highlighted.

b. Results of the assessment

In general, people met during conferences and workshops and end-users who tested the CHORIST system
during field trials were more attracted by the SP3 sub-system than by the SP2 or the SP4 sub-system. The
SP3 system has always had that peculiar attraction for audience's interest and comments which made its
assessment easier compared to the other two sub-systems; it's been more difficult to get feedback, either
positive or negative on the SP2 and SP4 sub-systems. The main reason is probably that the SP3 involves us
as citizens, whereas the SP2 and SP3 sub-systems are tools for public safety teams.

Anyway, whatever the interests of the assessors, the SP3 was evaluated more positively than negatively. The
other two other sub-systemson the other hand raised more negative comments than positive ones.
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Here's a synthetic list of the remarks made by the assessors:

e CHORIST system assessment:

o Positive aspects:

- Efficiency and autonomy of authorities action when dealing with disasters.
- Protection of the population through a better information
- Development of new markets for industry and research

o0 Negative aspects:

- High costs of setting up a CHORIST system
- Dependency on high technologies

e SP2sub-system assessment:

o Positive aspects:

- Relevant to Civil Protection purposes.

- Would help them to carry on their duty.

- Intended to enhance rather than to replace legacy systems.

- No additional personnel requested to operate the system.

- No additional training required.

- Useable at different levels (regional, national...) and for different roles.
- Generic and versatile platform.

- Correlates data from heterogeneous sources.

o Negative aspects:

- Added value limited compared to today's tools monitoring and assessing only one type of
risk.

- High degree of modification of legacy systems.

- Changes of current operational procedures (e.g. inter-agency procedures).

- Interface with monitoring and forecast agencies to be defined, implemented and
maintained (technical, organisation and budget impacts).

- Huge budget impact of deploying sensor networks.

e SP3sub-system assessment:

o Positive aspects:

For the Civil Protection:

- Concept is relevant.

- Use of templates for message design.

- Can be used at local/ regional/ national/ international level.

- Allows to warn more people than today.

- No major impacts on current practises in case alert systems are already in use.

For the population:

- Citizens safety increased.

- Authenticity of warning messages enhanced through the reception on multiple channels.
- More chance to understand the warning messages.

- Targeted only if in danger.

For both:

- Multi-channel transmission of warning messages would enhance a lot existing warning

systems.

- Geo-targeted messages pertinent.

- Several languages.

- Usage of Cell Broadcast rather than SMS for mobile phones (no problem of congestion).
- Need to modify existing broadcasting networks to transmit warning messages

(technical and budget impacts).

- Cost to inform and train population (minor to the benefit gained).

o0 Negative aspects:
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- Need to modify existing broadcasting networks to transmit warning messages (technical
and budget impacts).
- Cost to inform and train population (minor to the benefit gained).

e SP4 sub-system assessment:

o Positive aspects:

- In line with current investigations on technologies.

- Would fill end-user needs.

- Allows field teams to use video, images and more generally data on top of voice.
- Better information on situations.

o Negative aspects:

- End-users not really convinced that video is needed (though they are convinced for other
data such as dynamic maps and photos).

- Costs of deployment are not clear, though expected high, and maybe not competitive with
commercial radio data networks as seen by end users.

- Organisational and practise changes in public safety teams.

- More people will be needed to process the information (taking pictures, reading them,
maintaining equipments...)

c. Recommendations for further work

Along with the feedbacks provided on both the Developed System and the Target System, assessors have
also proposed some evolutions to be made. These evolutions apply both onto the Developed System, so that
it is enhanced with missing features, and onto the Target System, so that the long-term goals be enhanced.

e CHORIST system recommendations:

- Limit the amount of information that authorities have to deal with.

- Provide simple versions of CHORIST so that step by step implementations can be made by
authorities.

- Train authorities so that they can use new tools

- Educate and train the populations so that they react as necessary to the warning received from
the authorities

- The different governments should involve all TV and radio broadcasters in CHORIST solution to
coordinate the alert broadcast in all their transmission networks.

- Implementation at European level is necessary for a CHORIST system to be efficient

- For using Cell Broadcast alerts: EU and Local Governments should support the harmonization of
Cell Broadcast, using defined channels for different languages.

- For using Cell Broadcast alerts: Governments should also support the harmonization of a
standard <Alert and/or Alarm> tone via the ETSI, GSM-A, Cell Broadcast Forum and ITU standards
work, in order to let Citizen make full use of the possibilities of Mobile Cell Broadcasting.

- EU and Local Governments should implement trials with Communication to Citizen media
channels in order to learn quickly how Citizen can benefit most from advanced risk management
and communication to citizen systems.

- Warning systems shall use several means in parallel, one of them at least which should not
require the population to use a technical devices (a mobile phone, a TV set...).

- On top of technology deployment, harmonise procedures among countries, and more particularly
solve human problems: Technology cannot solve every problem.
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e SP2sub-system recommendations:

Incoming information:

- Ease the work of the operator to process information.

- Study and develop (maybe standardise) connections to legacy monitoring and forecasting
agencies.

- Develop a solution to consider the phone calls as a mean to inform the Civil Protection about
incidents.

- Evaluate the degree of modification of deploying such a system for some Civil Protection services
in Europe.

Design:
- Integrate the GIS used by the Civil Protection where tests are made.
- Develop and integrate real simulators.

Outgoing information:
- Provide an assessment report allowing decision making.

e SP3sub-system recommendations:

End-users involvement:

- Assess the reaction of people in real situations of stress.

- Perform large-scale tests.

- Inform population / visitors about warning systems in use.

- Enhance seriously the training of population in case such systems are deployed.

Regulations:

- Study multi-country issues.

- Propose rules to force producers to provide end-devices able to receive warning messages
(certification?)

Architecture:

- End-to-end security mechanisms: Check is necessary, and if so, provide solutions.

- Warn in parallel the local responsible of civil protection through addressed means (e.g. phone).

- New channels: Add voice messages, satellites.

- Provide information to media (bulletins) as quickly as warnings to population.

- Evaluate the technical and budget constraints on radio and TV broadcasting networks to allow
warning messages transmission.

MCD:

- Ease the work of the operator to create messages.

- Allow the MCD to select administrative areas.

- Allow for very small granularity in area selection.

- Work with list of items rather than with free text.

- Implement the feedback on the actual warned areas.
- Study and implement translation mechanisms.

End-devices:

- Standardise the ergonomics of the population end-devices.

- Propose devices for old people, deaf, disabled, blinds...

- TV: Propose icons along with TV messages to indicate what to do.

- TV & radio: Characterise more strongly the tune accompanying the opening of the alert message.
- TV: Allow the user to interact with the message window

e SP4 sub-system recommendations:

End-users involvement:
- Perform tests with more equipment and more people.
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- Early in the project, involve end users in relevant agencies and organisations to ensure the
solution fits with their needs.
- Provide a training module.

Telecom equipments:

- Make the system stable for tests.

- Improve radio coverage.

- Develop radio devices:

- common for voice, video and data.

- independent of technology (relayed mode, direct mode, ad-hoc mesh mode).

- working for day-to-day situations as well as for major incidents.

- Plan for a modular approach to fit into short-term budget allocations by public safety organisations.

Applications:
- Develop an image processing application for field teams.
- Further mimic PMR terminal behaviour in the VolP application.
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4 CONTEXT AND METHODOLOGY

The scope of the assessment is to check whether the Developed System and the Target System which were
used during presentations, trials and demonstrations, suit the recipient’s wishes. In order to give a clear
picture of the context in which the assessment was performed, it is worth recalling the methodology defined in

SP5.D4 (Report on demonstration assessment methodology).

. Operational
capability

k¢

Target system

* Developed & Demonstrated systems

The state of art of existing
legacy systems

Time
|-

»

Figure 1: Timeline toward Target System and the Vision

In that document, several elements were identified:
e WHAT has to be assessed BY WHOM (ASSESSORS, ACTORS, SYSTEM and SITUATIONS)

e HOW to assess it

e WHEN to assess it

ASSESSORS

X

X

UAB
(Technologies)

UAB
(Citizens)

provide to the
CHORIST
consortium

observe

I

1- System features fulfilment evaluation
2- Impacts indicator evaluation

ACTOR A2
Information
to population
officer

ACTOR A4
Communications
dispatcher

interface 12

Warning
messages
dissemination
position
(SP3 input)

interface 14

ll
1
1
SP2 interface 11 :
SYSTEM | siwation |€— i
(Target/ monitoring ]
Developed) position ACTORAL 1
(SP2 output) Situation 1
monitoring k

teams ¢
interface 13 :
SP3 !
Mass or '
%;fasr;;";' individual % i
information |¢—p 1
Developed) device k
(SP3 output) ACTOR A3 |
Population 1
1
I
1
/

Control room
dispatch
position

(SP4 -
control room)

interface 15

SP4 Field team
SYSTEM | mobile device «—>
(Target / (SP4 - <
Developed) on field) ?CIEOR A5
leld rescue
teams

SITUATIONS:

S1: High winds
S2: Flash floods
S3: Chemical

plant explosion

SITUATIONS:

S4: Deployment
S5: Use

Figure 2 : Assessment process applied to CHORIST
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4.1 WHAT WAS ASSESSED AND BY WHOM
- ASSESSORS

Intended as those who perform the assessment:

e the UAB representatives from the Public Safety/Authorities branch, which may include some of the
ACTORS using the Developed System:

- Civil Protection of Catalonia
- Fire Brigades of Catalonia
- the core members of the User Advisory Board (as defined in [6])

e the UAB representatives from the Technology and Applications branch
e the UAB representatives from the Citizens and Utilities branch

e the CHORIST consortium members

-> ACTORS

Intended as those who use the prototype. Even though a set of ACTORS had been identified, a list of generic
ACTORS was defined, in order to simplify and keep the assessment process effective:

e Authorities:
- in command centres:
+ Situation monitoring teams - ACTOR Al
+ Officer in charge of informing the population - ACTOR A2
+ Dispatcher dealing with field rescue teams - ACTOR A4
- field rescue teams - ACTOR A5
e Population - ACTOR A3

It is worth mentioning that ASSESSORS and ACTORS were conceived as roles, thus the same individuals
have in fact taken them on, in certain cases.

> SYSTEM

For the assessment’'s purpose, we distinguish the Developed System from the Target System. These are
divided into 3 sub-systems, working independently one from the other, and corresponding to the Sub-Projects
SP2, SP3 and SP4 of the WBS:

e SP2 prototype: Risk assessment report
e SP3 prototype: Communications to the citizens
e SP4 prototype: Emergency communications on the crisis field

Considering that the assessment was intended as the point of view of the ACTORS on the SYSTEM, we had
decided to break down the SYSTEM into a series of interfaces, to any of which an ACTOR was assigned, on
the basis of personal skills and competence:

e A situation monitoring position (INTERFACE I1 on the SP2 prototype) --> seen by the ACTOR Al
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e A warning messages dissemination position (INTERFACE 12 on the SP3 prototype) --> seen by the
ACTOR A2

e Public individual equipment and mass information devices (INTERFACE I3 on the SP3 prototype) -->
seen by the ACTOR A3

DAB receiver, DVB receiver, GSM mobile phone & sirens
e A control room dispatch position (INTERFACE 14 on the SP4 prototype) --> seen by the ACTOR A4
¢ Afield team mobile device (INTERFACE I5 on the SP4 prototype) --> seen by the ACTOR A5

= SITUATIONS

The SITUATION is the specific event chosen to simulate the application of the system. The following set of
SITUATIONS was defined for each interface:

e For the SP2 and SP3 (Interfaces 11, 12 and 13)
- High winds (S1)
- Flash flood (S2)
- Chemical plant explosion (S3)
The Target System is able to cope with a wider range of situations, identified in ANNEX Il of[7].

e For the SP4 (Interface 14 and I5)
- Deployment (S4)
- Operational use (S5)
+ Field to Field communications
+ Field to Ground communications
+ Ground to Field communications

4.2 EVALUATION

As for the HOW, SP5.D4 proposed to submit questionnaires to the ASSESSORS, as follows:
e The questionnaire to be filled by the ASSESSORS (with interpretation, if needed).
e The ASSESSORS to be interviewed by Consortium members and the questionnaires filled accordingly.

The questionnaires were to be based on the observation of the ACTORS point of view on the following
interfaces:

- Assess Interface 11
- Assess Interface 12
- Assess Interface 13
- Assess Interface 14
- Assess Interface 15

As specified, the selection of the means was postponed, as several practical questions were still pending at
the moment the document was delivered.

In general terms, the methodology described above was applied for the assessment of the various interfaces,
with some adjustment due to several factors occurred during the trials and the final demonstration.
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4.3 WHEN THE ASSESSMENT TOOK PLACE

The assessment took place at various moments during the CHORIST project timeframe:

(0]

(0]

Developed System: Several times the Developed System was presented by the Consortium to third
parties, leading to more or less interesting feedbacks. The following events included some
assessment activities:

>
>

>

>

the presentation of the SP2 prototype at a UAB meeting in Tampere, Finland, in Oct. 2007.

the presentation of the Message and Channel Dispatcher of the SP3 prototype at several
occasions, in 2007 and 2008. (e.g. the Latvian Ministry Of Interior and the Riga 112 centre in
Dec. 07, the Dutch Internal Affairs in Jun. 08, the Madrid municipality several times in 2008)

the presentation of the SP2, SP3 and SP4 prototypes at the ICT2008 event, in Lyon , France,
on Nov. 2008.

the presentation of the SP2, SP3 and SP4 prototypes to the User Advisory Board, in
Elancourt, France, on Jan. 2009.

the field trials with representatives of the Catalonian Civil Protection, at their Headquarters in
Barcelona, Spain; in March 2009.

the field trials held with representatives of Fire Brigades, at their Headquarters in Bellaterra,
Spain in March 2009.

the presentation to the public during the Final Demonstration Event, that took place at the
Catalonian Civil Protection Headquarter in Barcelona, Spain, on 26-27 March 2009.

Target System: This consists of the long term vision of CHORIST, without any technical or financial
feasibility constraint. The Developed System consists of a prototype of the Target System. The
feedbacks that Consortium members received on the Target System occurred at the time the
Developed System was presented as well as at the time the overall system or parts of it were
presented during conferences, workshops or other meetings of the like. Here they are (see [3] & [4]):

»

>
>
>

Y

YV V V V V

YV V V V V

the list of events where the Developed System was presented (see above)
the cross project workshop with NARTUS, DeHiGate, U-2010 in Jun. 2006
the EMTEL meeting of Stockholm, in Sep. 2006

the European Technical Workshop — “Meshed & Deployable IP Networks” - in Lisbon,
Portugal in Oct. 2006

the PSCE conferences / workshops in Helsinki, Finland, Nov. 2006 ; Luxembourg, May 2007;
Ljubljana, Slovenia, Jun. 2008; Aix en Provence, France, Dec. 2008

the visit of the Cleveland Police Command Centre, Cleveland, UK in Dec. 2006
the visit of the London Metropolitan Police, London, UK in Mar. 2007

BAPCO conference in London, UK of Apr. 2007 & Apr. 2009

the ISCRAM 2007 event in Delft, The Netherlands in May 2007

the different meeting with the DGPEIS (Direccié General de Prevencio, Extincié d’Incendis i
Salvament) and the Civil Protection of Catalunya in 2008

the PIMRC 2008 meeting in Cannes, France in Sep. 2008

the European Week of Regions and Cities in Brussels, Belgium in Oct. 2008

the UN-SPIDER 2™ International Workshop in Bonn, Germany in Oct. 2008

the 5th TIEMS Workshop in Zagreb, Croatia in Oct. 2008

the collaboration with satellite providers with the CEN/BT/WG202 task force late 2008
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5 CHORIST SYSTEM ASSESSMENT
5.1 SOCIAL IMPACTS
5.1.1 Impacts on the authorities

5.1.1.1 In control rooms

The appropriate operational response taken by authorities will be improved by a better monitoring of the
situation concerning natural hazards and industrial disasters. The fusion and handling of information currently
held by disparate sources and systems will allow authorities to understand the ‘bigger picture’ through
improved situational awareness, thus improving the speed of decision making and the delivery of the most
appropriate response.

The efficiency of authorities when dealing with multi-hazard events would also be increased. Each event and
event hazard carries with it its own singular risks and response. The ability to combine information concerning
multi-hazard events and events occurring concurrently would increase authorities’ ability to make decisions
more effectively and efficiently and prioritise response.However, the risk is that too much information flows the
authorities so that they cannot take decisions. It is a mandatory requirements that such system help authorities
rather than add supplementary burden.

The efficiency of authorities when dealing with regional/national/international events would be increased. A
system like CHORIST would be able to take information from disparate sources and merge this information
regardless of borders. By providing risk awareness and assessment information that is specific to any region
or group of regions, nationally or internationally, the nature of incidents and events can be fully understood
more quickly allowing authorities to implement mitigating action. Thus through monitoring events as they
develop an area will have the ability to take initial action without necessarily needing a formal requirement to
do so from a neighbouring region or country, thus speeding up the efficiency of response. However,
agreements between organisations and between countries need to be made before technology is set up.

The autonomy of authorities to alert populations will be increased. The better and more rapid capability to
draw the picture of the event and to set up the proper response, will also increase the autonomy of Authorities
to alert population. If the ERM Authorities will make agreements and establish common protocols with
telecommunication authorities and/or companies, the set of tools provided by the CHORIST system will allow
them to dispatch alert messages directly and to specific population groups in determined areas, without
depending onto other stakeholders. This will work in case of alert protocol is well defined (agile and with
competences) and all alert systems and involved safety agents have permanent interoperability and
communication to act.

The efficiency of 112 call centres would be increased by a system like CHORIST. A CHORIST system would
count on the 112 call centres as one of the data sources, needed to be aware of a hazard event, therefore the
implementation of common protocols and procedures, aimed at providing the Authorities with the right and
timely information, would increase the efficiency of the centres through a better quality of the service and
higher technological standards. In a broader perspective, the efficiency of the 112 centres can be enhanced by
the acknowledgement of their role in the alert chain, which will bring stronger investments, in terms of
technology and training. The challenge, however, is to create automated tools or to define human procedures
to extract from the huge amount of information the emergency call centres receive what needs to be
processed further.

The training would increase the preparation of authorities. Training is an overhead that has to be absorbed by
authorities. Much is mandatory and cannot be avoided. Where training is not mandatory it must be prioritised,
provide value for money and a measurable return on investment. The CHORIST system must deliver proven
operational and organisational benefit and be accepted as adding value to current practices and procedures to
deliver increased preparedness to fulfil this objective. There is much work to be done to make training on the
CHORIST system universally compelling.

A negative impact would be the exclusion of public safety people not keen on new technologies and new
habits: Whilst there is sometimes reluctance to change and embrace new technology, public safety authorities
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and organisations are now more prepared to adopt new systems when added value and business benefits can
be clearly demonstrated and proved in operational situations and scenarios. The successful use of the
CHORIST system in one real life crisis will prove compelling in its acceptance by other authorities and
agencies. This can be managed and promoted through targeted communication, benchmarking and distillation
of good practice.

A second negative aspect is the increase of the stress or pressure level for the authorities representatives (i.e.
they are the step that slows the process down, as the technical information chain is more efficient, the human
processing time takes a more important part in the whole risk management processing time)

5.1.1.2 Field teams

It is believed that the commandment of on-field rescue teams by authorities will be enhanced. The rapid
provision of crisis site communications will ensure responders and rescue teams can interoperate when and
where required, be provided with relevant information at all times and be directed by authorities as
appropriate. The TETRA TEDS PMR system, new Gateways for interoperability of public safety
communications systems, and new broadband services have been developed in this respect in the frame of
the S4 prototype, though enhancements are still needed for these products to be commercial products.

The speed of response by on-field rescue teams would be improved by a system like CHORIST. Such a
system would facilitate the improvement of the most appropriate response, which is often different. The rapid
identification of the type of event and its associated risks will improve the ability to make decisions regarding
the most appropriate resources to be deployed. This information would also improve authorities’ ability to
identify the need for resources with other skills and/or equipment that may not be immediately available
locally, and take steps to facilitate their attendance.

The reactivity of on-field rescue teams operations to escalation would also be enhanced. Inputs to the
CHORIST system from on-field teams would provide the capability to enhance risk awareness and
assessment in near real time, allowing operational commanders to make quicker and more informed decisions
on resource requirements and priority activities. This information provided by the SP4 would be used by the
SP2, and the information provided by the SP2 would be used by field rescue teams.

The efficiency of the operation of the on-field rescue teams would also be enhanced. Provision of improved
information through CHORIST would improve the speed of decision making, and thus improve the capability of
authorities to target resources and prioritise their activities, resulting in greater efficiency. The delivery of
information to field rescue teams both in their transit from their headquarters to the area of operations as well
as when being deployed in this area gives a better information on the situation and thus enhances the
efficiency of the activities to be carried out. However, rescue teams want to have integrated tools; they don't
want to carry multiple telecommunication equipment on top of the other tools they need to perform their
mission. They also want that the tools used in day to day situations as well as during emergencies or disasters
are the same. Video for field units showed sometimes to be less valuable than a picture: A large and good
quality picture is often better than a small and poor quality video.

The safety of the operation of the on-field rescue teams would also be enhanced. Earlier and more accurate
identification of risks and hazards would provide authorities with the capability of ensuring enhanced health
and safety provision towards responders and rescue services. This would help authorities discharge their legal
obligations and fulfil duty of care responsibilities towards their staff. It should also serve to mitigate future
litigation. The real time transfer of critical information in all directions (headquarters to field, field to field, field
to headquarters) is also an important solution to limit the impacts of disasters on field rescue teams.

It is also believed that the cooperation between on-field rescue teams from different agencies, and from
different countries would be enhanced. Earlier identification of the impact on other agencies and countries
would improve the ability to respond and reduce delays in gathering and deploying appropriate resources. As
well as being able to respond to real time incidents and disasters, the CHORIST system can be used as a tool
to facilitate training between and across agencies and countries, leading to increased collaboration,
confidence and co-operation. The development and availability of multi-lingual information from CHORIST
would ensure a common understanding and situational awareness. But, there are issues around consistency
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of response, terminology and operational procedures that need to be agreed outside of the project. These
problems are not technical and they may never be solved.

The fear of on-field rescue teams during their work in hazardous areas would be reduced. As more relevant
and timely information would be made available to support their work in hazardous areas through the
telecommunication networks designed in CHORIST system.

5.1.2 Impacts on the population

The protection of the populations by authorities would be increased by a system like CHORIST. Authorities
have a duty of care towards the population they are protecting. Early availability of risk awareness and risk
assessment information from CHORIST will enable authorities to make the most appropriate and informed
decisions at the most appropriate time, thus enhancing the standard of protection that can be offered.
Moreover, thanks to the multi-lingual aspect of the CHORIST system, such protection will be extended to the
foreign people involved in the hazardous event.

The part of the population informed after an event would also been increased. Current arrangements to
provide early post event information to citizens are ad-hoc and inefficient. The ability to target specific
population groups and geographic areas through technology will improve the distribution of timely and relevant
information to the general public. CHORIST will thus provide a capability to complement existing channels and
media through the provision of alternative means of communication. This variety of media, associated with the
multi-lingual aspect, will enable authorities to reach foreigners and disabled people, i.e. visual/hearing impairs.

The efficiency of populations' response would also been increased. Citizens are entitled to receive
appropriate pre and post event advice and information. The ability to provide such information at an earlier
stage of a disaster will improve citizens’ ability to respond in a more cohesive and organised manner without
creating additional panic or increasing risks and hazards. But, it depends on the correct training on appropriate
protocols (practical training in risk assessment), that has to be done to the population, to achieve a good
response in case of an emergency situation.

The time when people hesitate to follow authorities instructions would be decreased in case an warning
system would be installed. In case of population high level of preparedness. But this works on the condition
that the population is correctly and efficiently trained on CHORIST system, they will be aware of the fact that a
certain message, dispatched through a certain channel, will have to be followed by a predetermined
behaviour. And also if the CHORIST system is implemented at EU level, as it would enable citizens, when in a
foreign country, to react promptly to the alert messages, for they will know that the alert message comes from
the ERM authority and will thus consider it trustworthy.

The proportion of the population who understand alert messages and emergency language would be
increased. This works in case of population is correctly trained on appropriate protocols in case of emergency.
CHORIST works with some diagrams, audio or text messages typically used in emergency organisations that
guide population on actions to be done. The most simple the language used by authorities, the higher the
number of people understanding the warning messages.

More attention and comprehension on natural events and on risky industry would be a consequence of
installing a system like CHORIST. This would suppose that the system result in more warnings to citizen (for
example for preventive actions due to minor biological pollution or bad weather condition) the population
attention to their environment may change. Good information is really useful, but there should not be too much
information provided.

The coherence of populations' response would be increased compared to warning systems relying on a single
channel (sirens only). This would work if the population is correctly trained (emergency protocols; how and
when to call 1-1-2 and what they can expect when they called; type of alert messages, etc.). However, that
would not work if the CHORIST system was intended only as a tool for ERM professionals, and not supported
by a EU-wide training programme.

The responsibility of populations when dealing with natural hazards and industrial disasters would be
increased, if the CHORIST system is associated to an educational campaign on the correct use of the 112 and
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other emergency numbers, as well as the importance of following the instruction in case of alert, as a
demonstration of social responsibility and indirect participation into the ERM operations. It is clear that these

Lives would be saved in case CHORIST system can predict hazards or minimize the effects in the affected
zone reducing time of response and improving the management of emergency organisations. issues are out of
the CHORIST project, but are very important to grant the widest positive impact of the system. Same
argument to reduce diseases and injuries to heal as people would be able to protect themselves. Document [9] states
that "globally, natural disasters affected an average of 200 million people and claimed 62,000 lives annually during the
1990s". Though the impacts on the population of all disasters cannot be prevented, and though the statistics provided in [9]
do not cover industrial accidents, tens of thousands of lives could be saved by associating a reliable and efficient early
warning system (tools and public safety people) associated to a good training of the population.

The fear of population to be caught by surprise by a disaster would be reduced. In reality the practical training
in risk assessment and benefits of the CHORIST system must be clear and convincing for the citizens.

The confidence of population in the civil protection services would certainly be increased. The extension of
services such as those available though weather forecasting today to other risks will certainly be reassuring.
Same for the confidence into industrial plants: but the alerts shall be sent properly and not all the time in case
of minor event. Before, the impact is reached, good tuning of the CHORIST system shall be attained.

As a negative impact, the feeling of rejection of populations not keen on using new technologies would be
increased: (the message "you can be saved by new technologies" may be understood as "you will not be
saved if you are not addicted to new technologies"). In practice, alert messages would be broadcast in
different systems including some that don’t require an “extra technological knowledge” by the population, like
sirens or DAB. Nevertheless clear and convincing training campaigns about the CHORIST system and
emergency protocols for citizens are considered highly necessary.

5.2 ENVIRONMENT IMPACTS

Polluted areas could be reduced in case of an industrial disaster occurs. Knowing what could be the
consequences of a particular decision in a multi-hazard environment will help inform the decision-making
process. For example, in the case of an industrial hazard such as oil spillage, the early availability of such
decision support could potentially limit the area affected by pollution.

The risks of pollution while transporting energy/chemical resources could also be limited for the same reason.

As a negative impact, is the networks of sensors and communication means deployed for CHORIST: this may
have impact on the environment (visible devices in the nature, civil work, electromagnetic pollution...):
Sensors should be hidden and some studies to reduce the environmental impact in the roll out could be
considered. Moreover, most sensors already exist. CHORIST makes a better use of them and make them
available for more organisations to improve their effectiveness

5.3 ECONOMIC IMPACTS

New markets for information systems and telecommunication systems providers are expected to be enhanced
and developed because of the research activities carried out in CHORIST. It is expected that the project will
lead to other projects, to products developments and to existing or new markets. Though this market is
narrower than the public market of computers, telecommunications, games... return on investments to
partners who participated in CHORIST is expected. It is difficult to evaluate how much (in terms of money)
could be gained by a system such as CHORIST. This is all the more true that the ongoing economic crisis of
states and banks could reduce the investments made in that domain. Here are some of the products which
should be sold in a near future (3-5 years):

e Information system encompassing at least tools like the SP2 and SP3, but also tools to manage 112
calls, tools to manage field teams missions... is a progressing market all around the world. It benefits
from the progress made in the public market on computers and software, allowing powerfull tools in big
control centers as well as in tiny ones installed in small cities. Many cities, regions and countries want
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their own information system for their control room, which makes it a high amount of potential systems
to be sold. As the cost of such systems are also high (hundred of thousand of euros to millions of
euros), the potential market in that domain can be evaluated in tens of millions of euros per year.

e emergency gateways between a packet data network and broadcast systems (DAB, DVB, satellite,
sirens, GSM, UMS, LTE). This market is expected to be small because there are "not many" gateways
to install. A few ones per country in practise, meaning hundreds of thousands of euros.

e end devices installed in houses and buildings to warn the population. This emcompasses dedicated
devices used to provide these warnings by means of sounds, text, images... as well as extra-
functionalities to existing devices: mobile phones, TV set, radio, weather monitoring stations... This
market is likely to be huge in terms of number (millions of devices). However, for warning devices to be
widespread, they must be very cheap. So, the business model is based on the size and not on the
cost. As millions of equipments can be sold, and as the extra cost for these extra feature shall not be
higher than -let's say- 2 or 3 euros, the market should be in the order of several millions of euros.

e dedicated warning system such as the sirens networks: If taking into account the setup of reliable
networks, the installation and maintenance of warning end devices and the training and education of
the population, this should cost a huge amount of money. Figures are difficult to provide, as it depends
on many factors: However, one can reasonably expect a market of several million euros -per country-
in this domain.

e wideband or broadband networks for field rescue teams + new applications related to emergency
management to be deployed in broadband networks: Existing narrowband systems are old and end-
users show real concerns about using new tools based on the transmission of images and more
generally of high volumes of data. Requirements in terms of adequation to user needs, security,
reliability and availability make it difficult for public market products to be suitable. Though the market
of public safety is small compared to the public market, higher prices can make it profitable for industry
to continue to work and make business in this domain. Given the amount spent by public safety around
the world in narrowband PMR system, this market of high-speed data networks and applications is
expected to be of tens of millions of euros.

Jobs will certainly be created to develop information systems and telecommunication systems: New activities
will certainly allow job creation in the software development activities (information system). Difficult to give
figures here, but history of the last 150 years proved that technology has created many jobs over the world.
Internet makes it also easier for Developing countries like China and India to now compete with the Developed
countries in technology. However, everyone knows that, these days, short term profits are made by
international companies by selling technologies out of Europe, meaning less jobs in a near future.

New fields of research discovered still to be addressed by research institutes, universities... are numerous: In
case fields which were not studied in the frame of the project reveal to be interesting, the new fields of
research will be proposed: The includes IPv6, radio communications for public safety, the harmonisation of
message dispatching, the design of warning messages, the models for natural events...

The support of features evolutions is enhanced by the evolutive modular architecture which should allow to
handle a limited type of risks in the frame of the CHORIST project. But, it is expected to be enhanced with
other risks later.

The protection of populations' goods would be increased if a system like CHORIST was operated during a natural
hazard or an industrial disaster. Warning people well ahead of the occurrence of a disaster can better protect
their goods so that disasters impacts are reduced.

The costs to heal population during the recovery phase would be decreased. Training of the population on the
CHORIST system will instil confidence, and persuade and encourage them to adopt the appropriate
behaviour when receiving advice and/or information messages at all phases of the disaster lifecycle.

The costs to rebuild/repair industrial equipment, infrastructure...during the recovery phase would also be
decreased. With adequate early warning, steps can be taken to protect and secure goods, resulting in
minimised costs for equipment repair and replacement, though nothing can save a house from a mud flood, a
volcanoe or a hurricane. Document [9] states that "The economic cost of natural disasters rose 14 fold since
the 1950s, reaching USDL1 trillion in the last 15 years with such losses doubling every 10 years. Economic
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